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Abstract
	This report examines the negative impact that limited app security has on consumer behavior. The correlation between app security and consumer behavior is brazenly obvious in a day and age where most consumers spend a great deal of time on their mobile devices. This paper explores the different methods used by hackers to obtain sensitive information as well as efforts made by companies and app developers to make their apps as secure as possible. 
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Marketing Strategies that Compromise Consumer Privacy
	In terms of marketing techniques that compromise consumer privacy, the most common strategy that is thought of involves social media networks selling users’ personal information to companies, allowing marketers to tailor advertisements based on that individual’s demographics, interests, etc. . Marketing techniques that utilize personal information like this are often perceived negatively, however, this usually does not deter users from these social media sites. But, with so much personal information that is accessed through these mobile apps on a daily basis, how safe is restricted information?
Mobile App Use and Purchase Activity
	In the age of smartphones and mobile apps, online shopping is on the rise. Many companies have used this to their advantage by creating retail apps that can be downloaded on smartphones. However, it is important for these businesses to keep in mind that in order for a mobile app to be successful, it must make a good first impression. First impressions are most important because several studies have shown that the number of downloaded apps is around 268 billion as of 2017. However, over half of these apps are deleted after only one use (Kim 1). Kim elaborates, "We understand the urge of brands wanting to get an app out on the market, but they really need to take caution and test it. Customers are not going to give the app a second chance," (Kim 1). So, with the right apps and systems, mobile apps will improve the industry by increasing foot traffic, margins, shopper baskets, customer loyalty and overall market share growth (Weedfald 1). A quick, easy to use app can be immensely beneficial to a company but efficiency isn’t the only aspect of an app that is important to consumers. Because these apps are retail apps, they often require customers to input credit card information to make purchases. 

Obviously, consumers are apprehensive about inputting sensitive information into an app that they aren’t sure they can fully trust. 
Online shopping has become a primary platform for business both large and small. Companies that use these platforms not only increase traffic due to convenience, but they also allow consumers to feel closer to the business. Reviews of products and customer service are right at the fingertips of consumers who can access all of this just by opening an app on their smartphone. Testimonials from both consumers and business associates who use these apps on a daily basis provide insight to companies that plan to create an app. “Target rolled out a new app, CARTWHEEL, that provides additional discounts while you are shopping,” said Sarah Johnson Dobek, president of CPAsNET.com. “I also like CURBSIDE (even though it’s not in Denver yet). It lets you shop local stores for pickup. You order and it’s ready when you arrive,” (Perry 1). Of course, it is vital that businesses who plan to enlist the help of app developers do proper research beforehand. Especially considering all of the risks that go along with the creation of a mobile app. Hackers are a major concern for consumers who shop online or use mobile retail apps.
Hackers
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Hackers pose a major threat not only to consumers but to companies with retail apps. The founder and CEO of SEWORKS, Min-Pyo Hong, describes the negative effects that hackers have on the retail market in a publication that he wrote SC Magazine. “Modern mobile hacks are diverse and can be performed by anyone, from an inexperienced amateur to highly skilled teams operating like tech startups. And the danger grows with the market opportunity,” (Hong 1). Hong also describes the various hacking methods some of which are easier to avoid than others. 
Some of the various hacking methods that companies who plan to use a mobile app platform include, man-in-the-middle-attacks, memory hacking and Trojans, and mobile app piracy. All of these methods pose a serious threat to app developers and consumers alike. If a hacker were able to obtain sensitive information through a mobile retail app, a company’s reputation is on the line. Man-in-the-middle attacks, or MITM, intercept the data shared between the consumer and the server used by app developers for the company. These attacks are the most problematic and possibly the most difficult to avoid. However, some apps are more vulnerable to them than others. 
Trojans are another common form of hacking. A Trojan app will appear as an already existing app, but, can be detrimental as it actually contains a malicious code that allows hackers to steal data, including user information and passwords. However, these apps don’t just steal data, Hong elaborates on other common practices by hackers who use Trojan apps by stating, “These apps can also lock the device and demand a ransom, spam your contact book, or hijack the phone and send out unauthorized premium SMS messages to rack up fees without your knowledge. Even if the app is deleted, there is a chance that the malware was replicated elsewhere and remains a problem,” (Hong 1). So, like the Trojan horse that this hacking method was named after, these apps are not what they seem. 
Finally, the last hacking method that Hong describes is what is known as mobile app piracy. This method affects gaming apps more than any other type of mobile app, but the gaming industry has been growing rapidly over the past few years. So, whether the app be a gaming app or a retail platform, developers must consider all possibilities of hacking methods in order to create a secure app that consumers feel safe in downloading and using. “App piracy occurs when a developer's source code is used to copycat the app. The hardest hit are mobile game developers, 

who can see piracy of their top games soar up to 90 percent on Android and 87 percent on iOS, respectively. This has forced app developers to adopt the freemium model, which is not without its own set problems. Piracy is profitable since there is little development cost and multiple marketplaces that may not be strictly policed. Users may choose to download pirated versions for lower or no cost, taking revenue away from the original creators,” (Hong 1). 
Android vs IOS
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Hackers, both experienced and inexperienced, prefer to use apps because there is more room for holes or back doors that can be infiltrated. “Unfixed security holes increase the vulnerability of a device. As users need to take charge of keeping their system up to date themselves, important updates might not be installed timely or at all. Especially for research apps or at the beginning of an app’s market lifetime, regular installation of updates is important. Being in state of development, such apps often are less stable and require more frequent fixes (Möller 1).  As it seems, despite the security approaches and measures taken, keeping the software up to date remains the primary focus for developers who strive to create a stable and secure system regardless of whether the app is downloaded to an Android phone or an Apple Smartphone (Möller 1). Interestingly, “It has also been found that Android apps often require permissions that are actually unneeded. Extensions to Android’s permission model have consequently been proposed which focus particularly on improving the (initially quite coarse) granularity of permissions or remove them in hindsight by inline reference monitoring,” (Möller 1). In other words, Android’s security in mobile apps is pretty tight, making it more difficult for hackers to obtain information using the methods listed previously. However, hacking cannot be completely avoided and according to Symantec Corp., by the year 2013, around 273,000 malware apps were discovered. Protecting app users from hackers is a complicated issue that requires constant
monitoring and adjustments to the software (Fazeen 1). On the other hand, the Apple App Store and Google Play seem more flexible in terms of security. While the Apple App Store also requires a review process, Google Play is free of constraints for uploading apps these apps are however, scanned for specific viruses or malware (Möller 1).
How App Security Influences Consumer Behavior
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	In today’s society, consumers are constantly ‘plugged in’. So much of their lives exist on their smartphones. In fact, two thirds of smartphone users shop using their mobile devices, (Gale 1). So, it comes as no surprise that businesses are quickly making the jump to create a new convenient way for consumers to make purchases. Mobile apps provide so much for consumers and drives traffic to stores. Despite the convenience of these mobile apps, consumers are still wary of the dangers of inputting sensitive information into an online app. Stories of hackers stealing information flood the news making consumers that much more apprehensive of downloading these apps. In order to relive consumer anxiety, app developers for these companies must do all they can to ensure that customer information is secure. Specialists are constantly working on new technology for protecting against hackers and other forms of security breach. Recently, vedors Teros and NetContinuum started promoting their upcoming product releases in the direction of web based applications (Scott 1). “Web application firewalls are evolving to support XML- and Web services-based applications. Teros announced today that its Secure Application Gateway family of appliances protects applications that pass XML data in addition to existing HTML applications. Although many academics have explored the online environment in terms of the effects of marketing, stimuli, design, information, and consumer motivations and emotions, none have yet published research concerning the effects of mobile application (app) marketing design,” (Scott 1). Contrast Security is another application that can protect businesses 
and consumers from hackers. In fact, “Contrast Security is the world's only application security software that quickly and accurately stops hackers from stealing data via web applications,” (Contrast Security 1). Articles like these that feature new technology for app safety can counteract the negative. However, consumers are still leery, as they should be. It is not entirely the responsibility of these companies to keep consumer information safe, though it is a major part. Consumers themselves need to be precautious when making purchases online and downloading new apps.  It is necessary for practitioners and academics alike to understand how mobile and online consumers may differ, in order to select and research the most appropriate marketing tools for either channel, (Magrath 1).
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